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The political rationale underpinning age verification

Digital environments have become a constitutive and structural element 
of contemporary childhood, exposing them to risks such as sexualised 
content, cyberbullying, and algorithmic systems designed to maximise 
attention and emotional engagement. This understanding has provided 
the principal justification for policymakers’ intervention, driving the 
adoption of age-based restrictions and prompting legislative efforts to 
rely increasingly on minimum-age thresholds as primary regulatory re
sponses (Köhler-Dauner et al., 2025). However, this approach presents 
significant limitations. Early evidence from Australia suggests that age-
based restrictions have so far produced only modest changes in platform 
use (eSafety Commissioner, 2026). Moreover, despite the entry into force 
of the Online Safety Amendment (Social Media Minimum Age) Act, 
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reports indicate that approximately 40 per cent of Australian adolescents 
attempted to circumvent age-based restrictions through measures such as 
VPNs and using alternative platforms (Köhler-Dauner et al., 2025, pp. 6-7).

Furthermore, the empirical basis underpinning blanket bans remains 
contested. As Champion et al. (2025) suggest, Australia’s social media 
ban emerged less from a settled scientific consensus than from growing 
parental frustration with the challenges posed by adolescents’ online lives. 
While concerns regarding the relationship between social media use and 
youth mental health are legitimate, existing research has been unable to 
establish a clear causal relationship between platform use and psycholog
ical harm. Although acknowledging the need to address online risks, the 
latter argue that prohibition alone is unlikely to provide a comprehensive 
and long-lasting solution. Moreover, blanket bans risk reinforcing existing 
social inequalities (Champion et al., 2025). For psychosocially vulnerable 
children, social media is often more than a leisure activity; it serves as a 
critical source of social support (Stott et al., 2016). Restricting access may 
therefore push these users toward less regulated digital environments 
while depriving them of valuable networks and resources (Champion et 
al., 2025). These shortcomings raise a broader question: can children be 
effectively protected online without resorting to measures that are both 
easily bypassed and potentially exclusionary?

Nevertheless, the limitations of blanket bans should not be interpreted 
as undermining the fundamental responsibility of states to protect chil
dren in digital environments. As emphasised by the United Nations 
Committee on the Rights of the Child (2021) in General Comment No. 25, 
such an environment – although not originally designed for children – 
has become vital to their present lives and future development, creating 
a positive obligation for states to ensure that their rights are protected 
online. This extends beyond voluntary platform initiatives and requires 
governments to establish regulatory frameworks that address commercial 
exploitation, data-driven harms, and unsafe digital design. However, the 
Committee stresses that such mechanisms must comply with data pro
tection and privacy requirements, preventing child protection objectives 
from being used as a justification for disproportionate surveillance or 
unlawful processing of personal data.

The central challenge, therefore, is not whether states should regulate 
children’s access to digital spaces, but how to reconcile safety, privacy, and 
online participation. General Comment No. 25 marks a departure from 
purely protectionist approaches towards a more comprehensive under
standing of children’s rights in online environments, recognising protec
tion, privacy, access to information, and participation as interdependent 
(Sylwander & Livingstone, 2025). From this perspective, age assurance 
is only one element of a broader regulatory architecture in which the 
child’s best interest must be operationalised through rights-based digital 
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governance, rather than being reduced to a purely technical verification 
mechanism.

This approach is further developed by the European Data Protection 
Board (EDPB, 2025), which outlines the principles that should govern 
the design and deployment of age assurance. Rather than treating age 
assurance as an objective in itself, the Board frames it as a risk-based 
and proportionate mechanism. Such a measure should rely on the least 
intrusive means available to determine whether a user meets a given age 
threshold, while ensuring that the processing of personal data is limited to 
what is strictly necessary. It also emphasises that information collected for 
age verification processes must not be repurposed for profiling, tracking, 
or other unrelated purposes, reinforcing the principle that child protection 
should not become a gateway to disproportionate surveillance.

These debates also extend beyond the technical design of age verifica
tion systems and into questions of European digital governance. The 
European Commission has increasingly framed age verification as a 
matter of Union-wide digital governance, seeking to harmonise national 
approaches while preventing fragmented regulatory responses, such as 
unilateral social media bans. Accordingly, the regulation of children’s ac
cess to digital platforms has become intertwined with broader objectives 
of the Digital Single Market, revealing that child protection and privacy are 
no longer discrete policy concerns but rather central components of the 
European Union’s digital governance agenda (Marcu & Hales, 2026).

Taken together, these considerations demonstrate that the political ra
tionale for age assurance cannot be separated from the implications of its 
technical and legal implementation, nor from the broader question of how 
Member States wish to shape the European service market. If states have 
a positive obligation to protect children online, the means through which 
this obligation is operationalised become equally important: the central 
policy dilemma therefore shifts from whether age assurance is desirable in 
principle to how it can be implemented without jeopardising the safeguard 
of privacy, children’s participation rights, and the digital sovereignty of the 
European Union.

Age verification implications for privacy and data security

Once age verification moves to operational practice, it faces rigorous 
scrutiny under the EDPB’s (2025) proportionality and necessity standards. 
Regardless of the technological method deployed, any such system imme
diately stumbles upon an inherent paradox: to successfully isolate and 
protect a minority of underage users, it must systematically screen the 
entire user population, minors and adults alike (Goldman, 2025). Such 
screening raises a substantial data-minimisation challenge, since any 
processing must remain limited to what is necessary and proportionate to 
establish the relevant age threshold. Yet, this obstacle is only the starting 
point. Platforms have proposed a range of age-assurance methods, each 
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of which entails considerable costs to user privacy and data security. Con
cerns were recently validated when France’s Constitutional Council struck 
down mandatory social media age restrictions for under-15s, ruling that, 
without clear technical safeguards, the latter violates the right to privacy 
and is not proportionate to freedom of expression and communication of 
minors (Le Monde & Agence France-Presse, 2026).

The most established verification method is document-based and in
volves uploading a scan, photo, or video of a formal identity document 
such as a passport, driver’s license, or national ID (European Digital Rights 
[EDRi], 2023). While it may seem suitable, legal documentation is not 
meant for online verification as it forces the user to share an excessive 
amount of highly sensitive, secondary personal information, including 
their full name, exact date of birth, photo, and home address, thus going 
against the principle of data minimisation (Livingstone et al., 2024). 
Notably, the French data protection authority has ruled that the system
atic collection of official identity documents for age verification violates 
data protection rules due to the serious risks of identity theft, misappro
priation, and disclosure (Humain-Lescop, 2025). This method would also 
exclude marginalised groups like asylum seekers or undocumented chil
dren who could find themselves completely shut out of the internet (EDRi, 
2023). Additionally, Goldman (2025) stresses how storing a centralised 
database of thousands of passports, credit cards and driver’s licences cre
ates an incredibly high-value target, a ‘honeypot’, for cybercriminals and 
poses a major information security threat to both minors and adults. Nu
merous cases have been registered; following a security breach, AU10TIX, 
used by major platforms like TikTok and X, exposed the actual uploaded 
government IDs and driver’s licences of users. Outabox, used for manda
tory ID checks in Australian clubs, leaked over 1 million customer records 
after a cyber-attack (Goldman, 2025, p. 205). Moreover, the latter argues 
this method triggers a direct clash between the privacy requirement to 
delete data after confirmation and platforms’ incentive to keep the records 
out of fear of massive regulatory fines. Finally, due to a lack of resources, 
platforms outsource verification processes to third-party vendors, such as 
Yoti or Jumio, that have access to many different websites. As a result, pri
vate, profit-driven entities can track users’ navigation histories, violating 
purpose limitation boundaries (Woodley et al., 2025).

An alternative method proposed is based on age estimation techniques. 
An example of these is biometric facial analysis, which relies on Artificial 
Intelligence and machine learning models to determine a user’s age based 
on facial features or other physical attributes in a photo or video recording 
(Humain-Lescop, 2025). Routine collection and processing of this kind of 
sensitive biometric data, especially from children, could conflict with the 
provisions of Article 9 of the GDPR, as this technology can be unequivo
cally used to identify a natural person (Díaz Díaz, 2016). Moreover, under 
Art. 8 of the GDPR, processing a child’s personal data based on consent 
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is lawful only if the child has reached the age of 16, although Member 
States may lower this threshold to 13; alternatively, it must be authorised 
by a parent (Humain-Lescop, 2025). However, platforms cannot determine 
whether the user has reached this age threshold without first scanning 
their facial features. Thus, they cannot legally rely on user consent to 
estimate their age in the first place (Shaffique & van der Hof, 2026). Re
gardless, it’s highly questionable whether children’s consent would have 
been informed or freely given, given their lack of awareness of the poten
tial privacy risks and the major role digital networks play in youth social 
participation today (EDRi, 2023).

The final technique abandons the single verification moment entirely; 
instead, behavioural (or digital profiling) uses AI and machine learning to 
predict a user’s age from the quiet accumulation of their everyday online 
activity. Shaffique and van der Hof (2026) offer a few examples of such pre
diction: engaging patterns like content liked, shared, or viewed; browsing 
and purchase history, social connections, public posts, and private mes
sages (i.e., platforms could scan online interactions as simple as wishing 
someone happy birthday); and behavioural biometrics, including typing 
speed and users’ activity logs. The same authors reveal that major tech
nology platforms such as Meta, Google, and TikTok are already deploying 
this technique for age assurance. While digital profiling doesn’t require 
screening ‘walls’ or legal documentation to allow access, it still raises 
several privacy concerns. Examples include mass data harvesting and 
data mining of both children and adults, which involve scanning private 
chat histories and tracking personal interactions (Goldman, 2025). Addi
tionally, given platforms’ interest in commercial profiling, these methods 
seem ill-suited to consistently comply with Art. 28b(3) of the Audiovisual 
Media Services Directive and with Art. 28 of the Digital Services Act, as it 
risks legitimising surveillance under the pretext of child safety (Shaffique 
& van der Hof, 2026).

Policy recommendations: from verification to empowerment

First, age assurance should be subject to a strict necessity and propor
tionality test. Consistent with the EDPB (2025), verification should only 
be required when a specific risk is recognised and where less intrusive 
measures cannot achieve the same objective. If age assurance is necessary, 
policymakers should favour privacy-preserving technologies, including 
localised processing and zero-knowledge proofs, which can establish 
whether a user satisfies an age threshold without unnecessarily disclosing 
their identity or other personal information.

Second, regulation should prioritise privacy and safety by design rather 
than relying primarily on exclusion. Platforms should be required to pre
emptively assess the impact of their services on children; in this regard, 
the enforcement of existing frameworks such as the GDPR and the Digital 
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Services Act may rely less on introducing increasingly intrusive verifica
tion requirements (EDRi, 2023; Jakubowska, 2024).

Finally, protection should be accompanied by empowerment. In line 
with the principle of children’s evolving capacities, policies should support 
age-appropriate participation rather than treating access to digital envi
ronments as either permitted or prohibited (Sylwander & Livingstone, 
2025). This should include digital media education and the meaningful 
involvement of adolescents in the design of online safety measures 
(Champion et al., 2025). In this sense, effective child protection should be 
measured not only by how successfully children can be excluded from 
risky digital environments, but also by whether those environments can 
be tailored to their safety and needs.
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