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Introduction

The defeat of the Islamic State of Iraq and Levant’s (ISIS) territorial
caliphate did not mark the end of the organisation itself. Since 2019, ISIS
has become a decentralised network of regional affiliates operating across
the Middle East and Africa, continuing to pose security challenges despite
reduced political and international attention. Recent assessments by inter-
national and European security bodies indicate that this transformation
has significant implications for contemporary counter-terrorism policy,
with research highlighting the continued relevance of Jihadist networks to
European security through foreign fighters, returnees, and transnational
facilitation structures (Van Ginkel and Entenmann, 2016).
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Despite these developments, much of Western policy continues to be
shaped by the logic of territorial defeat. The collapse of the Islamic state
project in Syria and Iraq during the battle of Baghuz Fawqani in 2019 has
been widely interpreted as a strategic victory. This interpretation has been
reinforced by policy narratives that have framed ISIS primarily as a defeated
territorial actor. Early warnings emphasised that disengagement from Syria,
as proposed by Trump in his first term, risked enabling “ISIS 2.0”, defined
less by territorial control and more by decentralised operational coordina-
tion across regions in the Middle East and Northern Africa (Crocker et al.,
2018). Nevertheless, political discourse surrounding the group’s apparent
defeat contributed to the reduction of counter-terrorism engagement even
as officials acknowledged the persistence of ISIS structures in the region
(Katkov, 2017).

This brief, therefore, asks what counter-terrorism and intelligence adap-
tations are required from European Union (thereafter referred to as EU)
actors to address ISIS’s post-2019 trajectory across Europe, including
all territories under EU jurisdiction. This paper argues that current EU
counter-terrorism strategies do not adequately address ISIS’s ideologically
resilient threats and contemporary decentralised organisation, and thus
it is highly advisable to implement heightened interagency collaboration,
protections against terrorist funding through cryptocurrency, and cognitive
defence.

Organisational Evolution

Since the Global Coalition to Defeat ISIS’s territorial win and the subse-
quent United States’ major withdrawal of troops from Syria in 2019, the
organisation has continued to pose a threat to EU states due to its capacity
to recruit online, conduct disinformation campaigns, and carry out attacks,
as seen increasingly in Sahel Africa (McCary, 2024). ISIS has also gained
new territorial strongholds due to the security vacuum created by the fall
of Asad’s regime in Syria (Brennan, 2024). Despite this, the organisation
largely now exists as a network, spreading its ideology and recruiting new
members from non-conspicuous physical spaces in regional hotspots or
through social media and online chatrooms, including Telegram and What-
sApp (Aksu et al., 2025). However, the EU counter-terrorism strategy fails to
take into account ISIS’s new network structure, focusing on border security
and stabilisation of neighbouring states.

This disconnect reflects a broader conceptual problem in European
counter-terrorism thinking, which continues to treat ISIS as a territorially
bounded terrorist or insurgency organisation, despite its transformation
into a decentralised network. Being able to differentiate between these
terms is important because it influences the choice of tools, legal frame-
works, and intelligence priorities for a given threat. Terrorism is often
defined narrowly as “the intentional use of, or threat to use, violence against
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civilians or against civilian targets in order to attain political aims” (Ganor,
2002, p. 288). In contrast, Kilcullen (2009) conceptualises insurgency as a
broader political struggle in which terrorism functions as one tactic among
others, including territorial control and population mobilisation. Between
2014 and 2019, ISIS fit this insurgent model through sustained territorial
governance in Iraq and Syria. Following the collapse of its caliphate, the
group largely lost its territorial capacity, reverting to decentralised terror-
ism-based networked cells and ideological propagation. This shift from
insurgency to decentralised terrorism is reflected in the geographic pattern
of ISIS’s post-2019 activity, with the organisation concentrating its efforts
within specific locations rather than pursuing territorial control.

Since 2019, ISIS has shifted from territorial control to a decentralised,
network-based model, where it relies on autonomous cells and digital
coordination rather than overt governance or sustained military presence
(Ingram et al., 2020). For the EU, this model creates security risks, not only
because Europe’s digital infrastructure can be exploited for recruitment,
financing, and remote communication, but also because decentralisation
can create blind spots and exploit the legal fragmentation resulting from
a lack of a universal term for ‘terrorism’ among EU member states. Thus,
these security and legal gaps limit effective cross-border collaboration
and create a need for an updated and coordinated EU counter-terrorism
strategy.

Two Emerging Fronts

The contemporary jihadist terrorism threatening the EU is best understood
as operating across two emerging and interconnected fronts. First, there
is the digital front, where recruitment, radicalisation coordination, and
financing increasingly occur online within EU territory. The second is the
border and mobility front, where the exploitation of the EU’s shared border
system allows transnational movement, facilitation, and ISIS’s operational
resilience.

ISIS’s digital front presents an evolving threat to the EU in several novel
ways. For example, Europol reports that early-stage radicalisation, online
exposure, and youth vulnerability are recurring features of recent jihadist
cases in the EU, showing that enforcement approaches alone are insuffi-
cient (Europol, 2025). Social media allows recruitment to reach anyone in
any place. Teenagers and young adults are targeted by online propaganda
used by ISIS recruiters (Shtuni, 2025). Artificial intelligence, employed
through algorithmic and automated digital propaganda, facilitates the in-
doctrination of people from within EU countries. The danger of this new
form of recruitment can be exemplified through ISIS’s “kill them wherever
you find them” campaign, which encourages members to commit acts of
jihadist violence at home rather than in a territorial hotspot (Rubin, 2025).
This type of rhetoric has inspired plots on the Paris Summer Olympic
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Games and the European Cup in Germany in 2024 (Mohamed, 2024).
In addition to online propaganda and recruitment, the digital front has
galvanised a new method of terrorism through cyberattacks, which cause
ramifications for cybersecurity and cyber infrastructure from afar.

On the digital front, ISIS 2.0 utilises the internet to spread new forms of
propaganda. This manifests itself as automated extremist content, intended
for a specific audience that is determined by an algorithm (Corsaro, 2025).
Jihadist extremist content can also emerge on the internet as deepfakes
and chatbots, which create an illusion that the ideology is common in their
community or nation (Corsaro, 2025). ISIS can be categorised as an adhoc-
racy, which is an organisation that tends to emerge in environments that
are ever-changing and require temporary teams to confront a specific issue
(Ingram etal., 2020). Thus, ISIS’s digital front constitutes a form of cognitive
warfare, which targets the minds and behaviours of military targets, as the
organisation can reach anyone who has access to the internet (Cognitive
Warfare — NATO’s ACT, 2023). To counter the adhocratic nature of ISIS 2.0,
EU leaders must introduce cognitive security and cognitive defence, which
is protecting the minds of policymakers, political elites, and the general
populace (Hoffman, 2025).

Furthermore, ISIS 2.0’s digital front presents new opportunities for
terrorist funding. Post-9/11 financial regulatory laws blocked traditional
paths for financing terrorism through anonymous Swiss bank accounts
(Chandrasekhar, 2021). However, cryptocurrency, public fundraising, and
financial fraud, particularly in dark web markets, have expanded the oppor-
tunities for funding terrorism (Elliptic, 2023). For example, ISIS 2.0 is able
to crowdsource funds using cryptocurrency exchanges (Elliptic, 2023).

While the digital front enables ISIS 2.0 to radicalise, mobilise, and
finance actors remotely, presenting novel challenges for EU counter-terror-
ism policy, it does not operate in isolation. Digital mobilisation is increas-
ingly complemented by physical movement across jurisdictions, logistical
facilitation, and the leveraging of shared borders within the Schengen area.
In particular, according to Europol (2025) reporting, there are documented
cases of terrorists leveraging migration routes used by migrants and asylum
seekers to enter or move within the EU. The EU’s shared borders cause
gaps in governance and jurisdiction for preventing terrorists from entering
and existing within the EU, further demonstrating the need for a collective
counter-terrorism policy at the EU level.

Policy Recommendations

ISIS 2.0 represents a dilemma for policymakers in the European Union: how
can terrorism be prevented when counter-terrorism policy must go beyond
traditional territorial defence? Policymakers in the EU need to understand
this new manifestation of terrorism, as well as pinpoint responsibility for
an issue that transcends the traditional understanding of borders. Although
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the EU has already taken action in this regard, current policies aimed at
preventing the dissemination of content online do not fully capture the
evolving nature of terrorism. Thus, the EU is advised to continue utilising
the European Commission, Europol, and shared databases like Eurodac to
implement a common policy framework to boost efficiency and effective-
ness in countering terrorism within its borders but also adopt new policies
to prevent and combat the emergence of new forms of terrorism in Europe.

First, border security should be reconceptualised to reflect the reali-
ties of the European Union’s shared border system, the Schengen Zone.
In a Schengen environment, counter-terrorism effectiveness depends on
the ability to manage movement through better intelligence sharing and
coordination between various law enforcement bodies. The EU TE-SAT
2025 shows that contemporary terrorists are transnational, shaped and
facilitated by developments beyond the EU borders. Europol documents
cases in which individuals involved in terrorist activities travelled across
multiple EU jurisdictions, as well as exploited immigration pathways meant
for asylum seekers and migrants before being arrested (Europol, 2025).
Rather than reintroducing systematic internal border checks, the European
counter-terrorism stance should prioritise the consistent use and interop-
erability of existing EU information systems, real-time information sharing
across member states, and ensuring that alerts related to suspected extrem-
ist activity are shared across jurisdictions. The European Commission
could increase collaboration by using existing interagency sharing tools
like Eurodac to coordinate counter-terrorism initiatives. These policies
would be highly feasible, as similar policies have passed before and have
a high impact (Bakowski, 2025). This also supports greater investment in
early-stage intervention and prevention-oriented measures that address
online radicalisation and social vulnerabilities before they develop into
security threats. Practical models already exist, such as EXIT Germany and
Denmark’s Aarhus model, which combine early identification counselling
and community-based disengagement. These approaches could be scaled
at the EU level through cooperation between member states.

As for financial regulation, this paper recommends several anti-money
laundering and combating the financing of terrorism (AML/CFT) best
practices for the EU. The EU should continue to partner with private sector
AML/CFT efforts within financial institutions, which have strict regulations
on anonymous account holders (FATF Report, 2023). In the context of
crowdsourcing, this could be implemented through cooperation with plat-
forms such as GoFundMe or PayPal, whose teams know the vulnerabilities
of their respective platforms (FATF Report, 2023). Furthermore, the current
EU regulations on crowdsourcing permit member states to have divergent
national regulations and do not specify AML/CFT actions that companies
must practice (EUR-Lex, 2020). This paper recommends enacting policy
at the EU level, which specifies AML/CFT guidelines that crowdsourcing
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websites must implement for flagging tactics for suspicious transactions
(FATF Report, 2023).

Furthermore, this paper recommends that European Union leaders im-
plement counter-terrorism practices that go beyond operational measures.
Currently, the EU’s cognitive defence relies on task forces and planning,
resulting in a defence strategy that is reactive rather than strategic (Catena et
al., 2025). While cognitive deterrence is highly impactful since it stops ter-
rorists at their origins, it has relatively low feasibility due to the complexity
of opportunities and motivations for terrorists. Implementation could man-
ifest itself as civilian programmes that provide media literacy education,
implementing cognitive security assessments as part of threat evaluations,
and adding more resilient data privacy laws to the EU data governance
infrastructure (Catena et al., 2025). For example, if there is a hybrid threat to
EU infrastructure, NATO or EU Intelligence and Situation Centre should be
required to conduct an assessment of if and how cognitive warfare was used
amid the threat. Additionally, the EU could implement cognitive deterrence
and defence by expanding intelligence capabilities to analyse biases and
thought patterns in terrorist behaviour (Wasson and Bluesteen, 2017). In
practice, the EU could use the conclusions gathered from an analysis of
biases and behavioural patterns to manipulate the perception of the value
or accessibility of a target. For example, the EU could use social media com-
munication or physical deterrents like cameras and armed guards to convey
the cost and perceived difficulty of attacking a given target (Watson et al.,
2017). Success for these policy recommendations are difficult to measure
but could be quantified by the number of civilians educated on cognitive
biases or attacks directly foiled due to a lack of accessible information.
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