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Helsinki, the centre of Finland’s national governance and strategic policymaking, reinforcing the country’s 
comprehensive approach to security and AI.

Due to Finland’s challenging geographical landscape, often described as the 
land of thousands of lakes and forests, and its extensive land territory and 
small population, covering only 0.07% of the world’s population, security 
and crisis preparedness questions have played a central role in Finnish 
society during the 20th century. This has led Finland to build its defence 
capabilities on mandatory military service for men, introduced in February 
1919, and on its ability to rapidly transform its peacetime strength into 
wartime strength in just a few days (Army Command Finland, 2019).
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These questions matter more in modern Finnish society, as Finland 
has the longest eastern border among EU countries, accounting for 1,340 
kilometres (Ministry of the Interior, 2026a). Since Finland joined NATO 
on 4 April 2023 (Ministry for Foreign Affairs of Finland, n.d.), this border 
has gained a new dimension. NATO’s land border with Russia has roughly 
doubled in length. Finland’s NATO membership, along with Sweden’s, was 
a significant milestone in Northern Europe’s politico-military geography 
as Euro-Atlantic deterrence’s role grows in the region (Pesu, 2023). This 
shift has led Finland into a new phase of foreign policy, after decades of 
neutrality during the Cold War, followed later by military non-alignment 
(Kyllönen, 2025).

The new European security landscape, marked by hybrid threats, crises, 
and war, has drawn international attention to Finland, known for its crisis 
preparedness methods and comprehensive security concept. This shift in 
the security environment has led the Finnish government to introduce the 
renewed Security Strategy for Society in January 2025 to ensure society’s 
security in all circumstances (Ministry of Defence, 2025).

Firstly, this article introduces Finland’s changing security landscape 
since Russia’s invasion of Ukraine on 24 February 2022, which marked a 
turning point towards Finland joining NATO. Secondly, this article explains 
Finland’s unique comprehensive security concept and its applications. 
Thirdly, this article provides a brief overview of Finland’s AI readiness and 
how Finland uses artificial intelligence to enhance social resilience. Overall, 
the article addresses the following research question: How do Finland’s pre-
existing higher levels of AI readiness reflect in higher societal resilience and 
defence sector innovation?

Finland’s changing security landscape

The nature of warfare has changed in the early 21st century as it has gained 
a new dimension, notably hybrid warfare, whose importance is growing. 
The term refers to combinations of political, military, economic, and other 
non-physical actions used to achieve political objectives. Hybrid warfare 
can include cyberattacks, information operations, physical strikes aimed 
at creating uncertainty among citizens, and economic coercive measures. 
One key feature of hybrid warfare is its unpredictability. Normally, hybrid 
warfare is not declared directly, which makes the line between peace and 
warfare uncertain (Salonius-Pasternak & Limnéll, 2015).

Finland’s significant role in countering hybrid threats is reflected in the 
establishment of the Centre of Excellence for Countering Hybrid Threats in 
Helsinki in April 2017. This centre builds counter-hybrid capacity and trains 
participants from academia and the public, private, civil and military sectors 
(European Centre of Excellence for Countering Hybrid Threats, n.d.).

Events in Ukraine, beginning with Russia’s annexation of Crimea in 
2014, signalled to Finland the need to strengthen its societal preparedness, 
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especially its comprehensive security concept, a core part of responding to 
hybrid warfare because it covers all forms of society. According to experts, 
Finland is well placed to respond to the threats posed by hybrid warfare, 
but it must strengthen its society’s psychological and physical resilience, as 
well as its non-physical performance. These changes should be included in 
Finland’s Security Strategy for Society in order that Finland can respond 
more effectively to power cuts, withstand the effects of cyberattacks, and 
better filter impactful information (Salonius-Pasternak & Limnéll, 2015). 
Since 2022, Finland has also increased its defence expenditure.

Figure 1. Defence expenditure as a percentage of GDP of Finland. Source: Ministry of Defence (n.d.).

Finland increased its defence sector expenditure to 2.5% from 2.1% (2021) 
right after expressing its interest in joining NATO on 17 May 2022 (Ministry 
for Foreign Affairs of Finland, 2022), as shown in Figure 1. Finland aims to 
reach 3.2% of GDP for defence expenditure by 2030. Still, this evolution 
falls far short of NATO’s commitment at the Hague summit of Allies to 
increase defence investment to 5% of GDP annually by 2035, but Finland 
could reach the minimum target of 3.5% of GDP for defence requirements 
by 2035 (North Atlantic Treaty Organization, 2026).

Finland’s role in defending European and Alliance security is crucial be
cause of its long eastern frontline. Finland should increase its investment in 
the defence sector beyond NATO’s minimum target of 3.5% of GDP to safe
guard deterrence in the region. Finland has also made major procurements, 
notably the contract for 64 Lockheed Martin F-35A Lightning II multi-role 
fighters to replace Finland’s old Hornet fleet (Finnish Air Force, 2021).

The changing Finnish security landscape is also reflected in Finnish 
political life. Finland closed all border crossing points on the eastern border 
in November 2023 because of Russia’s instrumentalisation of people at 
Finland’s eastern border and the increased threat of hybrid operations 
(Ministry of the Interior & Prime Minister’s Office, 2023). Most recently, 
in June 2026, the Finnish government decided to keep Finland’s eastern 
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border closed until further notice to protect national security and public 
order (Ministry of the Interior, 2026b).

This change is also reflected in the Finnish president’s discourses. 
Finland, long known as a mediator between East and West, changed its 
foreign policy significantly since Russia’s invasion of Ukraine, when Finland 
strongly condemned Russia’s actions and warfare (President of the Republic 
of Finland, 2022). Finland’s former president Niinistö’s famous declaration 
summarises Finland’s changed security landscape well: “now the masks are 
off, only the cold face of war is visible” (Tikkala et al., 2022).

Finland’s preparation for crises dominated by the comprehen­
sive security concept

Finland’s expertise in crisis preparation is appreciated worldwide: in 2024, 
former president Niinistö, as Special Adviser to the President of the Euro
pean Commission, submitted the report Safer Together: Strengthening 
Europe’s Civilian and Military Preparedness and Readiness. It proposes 
80 short- and long-term recommendations for Europe’s changing security 
landscape (Niinistö, 2024).

Finland also promotes its comprehensive security concept abroad, for 
example through a free online course on its principles produced by the 
Security Committee (Security Committee, n.d.).

Figure 2. Finland’s comprehensive security concept. Source: Security Committee (2025).

But what does the comprehensive security concept emphasise? Finland’s 
crisis preparedness plan, the so-called comprehensive security concept, 
plays a key role in increasing society’s resilience to crises and in better 
responding to hybrid threats, for example. It is based on cooperation among 
several actors in society, as shown in Figure 2: authorities, the business 
community, citizens, and organisations, sharing responsibility for society’s 
vital functions. This concept emphasises, above all, the individual’s role 
in responding to threats, as well as their knowledge, skills, and security-
strengthening attitude, by highlighting individuals’ mutual trust. Prepared
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ness and response readiness also help society face threats and recover from 
them (Security Committee, 2025).

Local civic actors also play a significant role in crisis preparedness by 
providing advice and building citizens’ capacity. A 2025 Prime Minister’s 
Office report on local civic activity concluded that civic engagement plays a 
primary role in basic resilience and during crises and acute disruptions. This 
shows in neighbourly help in sparsely populated areas and in civil society 
organisations’ ability to reach people (Mäenpää et al., 2025).

The Women’s National Emergency Preparedness Association is a good 
example of how local civic actors can strengthen social preparedness. This 
association brings together 10 subassociations working in national defence 
and comprehensive security, uniting over 100,000 women by organising 
safety and preparedness training such as civil defence, cybersecurity, out
door survival skills, and information influence (Naisten valmiusliitto, n.d.).

A concrete example of civil society’s support for citizens is the website 
named 72 hours, created by the Finnish National Rescue Association and 
the National Emergency Supply Agency (n.d.) in cooperation with multiple 
NGOs. It advises households to keep enough supplies, such as food and 
water, to cope for at least three days. As noted earlier, Finland’s defence 
capability is built primarily around mandatory military service for men. 
However, women have also been able to complete their military service 
since 1995 (Embassy of Finland, Athens, 2017). This individual’s contribu
tion to societal resilience is a concrete example of how Finland’s compre
hensive security concept functions.

Society’s central role in comprehensive security was also visible in Sep
tember 2026, when a massive civil defence exercise, Suojaan 2026, was 
organised in Kuopio. It regrouped over 2,000 people from different sectors, 
such as public authorities, NGOs, the business sector, and educational 
institutions, to test how a large population can be protected in exceptional 
circumstances and how emergency communication, cooperation and lead
ership can be improved. This exercise reinforced that Finnish security is 
built on cooperation among societal actors (Security Committee, 2026).
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Picture 1. King Frederik X and Queen Mary of Denmark visiting Merihaka civil defence shelter. Source: City 
of Helsinki (2025). Photo: Sakari Röyskö.

The massive exercise and its large shelter network buttress Finland’s global 
reputation for civil defence. Finland has over 50,500 civil defence shelters 
that can protect over 4.8 million people (Ministry of the Interior, 2023). As 
Picture 1 shows, these shelters are often shown to visiting heads of state.

Strong artificial intelligence readiness among Finnish society 
and its characteristics

Finland is ranked among the most advanced states globally in AI readiness. 
According to Eurostat (2026), Finland’s SMEs have the highest digital 
intensity in business among member states, and Finland has the highest 
percentage (79.2%) of all member states for businesses buying cloud com
puting services in 2025. Finland also ranks second, after Denmark, in 
business use of AI (37.8%) (Eurostat, 2026).

Finland’s success in AI adoption stems from the widespread use of AI 
technologies across Finnish society, a strong government model based on 
predictable principles, and strong ICT expertise and innovation capacity 
(AI Finland & Business Finland, 2026).
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Figure 3. Government AI Readiness Index 2025. Source: AI Finland & Business Finland (2026).

As Figure 3 indicates, the United States leads AI readiness worldwide, 
leaving Finland and Western Europe behind, especially in safety and secu
rity, compute capacity and AI sector maturity. According to the Oxford 
Insights report (Iida et al., 2026), China ranks 8th in state, public sector, 
and society capability for AI readiness, with strengths in policy vision, 
governance principles, and safety and security. Finland ranks 18th, scoring 
well in data quality, e-government delivery and especially societal transition 
(90.67/100), compared with the two superpowers, the United States and 
China, both of which score just above 50/100 (Iida et al., 2026).

One reason for Finland’s strong position in AI readiness can be its 
first place in the 2023 Digibarometer, which measures the degree of digi
talisation in societies. Finland has strengthened its digitalisation across 
businesses, citizens and the public sector compared with previous years. 
Finland is among the world leaders in many sectors, especially in citizens’ 
digital skills and the number of mobile and fixed broadband connections 
(Ali-Yrkkö et al., 2023). A good example of leveraging Finland’s citizens’ 
digital skills is the VBS3 video game-style war simulator, used to train 
conscripts by providing realistic scenarios for practising military skills 
(Roslander, 2021).

Artificial intelligence, defence and social resilience

An early example of Finland’s embrace of AI is Finland’s Age of Artificial 
Intelligence (Steering Group of the Artificial Intelligence Programme, 2017), 
a report published by the Ministry of Economic Affairs and Employment. 
The report recognises the advantages of using AI in the security sector to 
better detect threats, increase society’s preparedness, and ensure society’s 
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capacity for quick recovery, but it also stresses that individuals’ privacy 
and protection must be guaranteed. In addition, this publication highlights 
Finland’s strong starting position as a technology multiskilled actor to 
become an expert at adapting AI in the defence sector (Steering Group of 
the Artificial Intelligence Programme, 2017).

In November 2025, the Finnish Defence Forces introduced a data and 
AI strategy outlining how AI and data can support decision-making, devel
opment, learning and operations in the long term, with the aim of making 
AI and data-driven management a seamless part of decision-making at all 
levels. Ideally, data is treated as a strategic resource to gain an advantage 
in administration and operational action, freeing resources for the Finnish 
Defence Forces’ core task (Pääesikunta, 2025).

As Major General Samu Nurmi highlights, the modern battlefield extends 
beyond land, air and sea to include cyberspace and the information envi
ronment, and data has become a key resource rather than a mere tool 
(Finnish Defence Forces, 2025). The Finnish Defence Forces therefore sees 
data and AI as central tools for improving military performance through 
unmanned systems such as drones, and as essential for filtering, analysing, 
and combining information (Finnish Defence Forces, 2025).

Finland’s AI readiness is also reflected in its defence innovation sector. As 
the war in Ukraine has shifted the battlefield towards unmanned systems, 
many Finnish companies have begun producing drones. For example, 
Patria, a major Finnish defence company, began cooperating with the AI 
start-up NestAI to produce AI-enabled unmanned aerial systems for Euro
pean defence markets (Patria, 2026). Start-ups such as NestAI and Kova 
Labs aim to increase European defence autonomy and sovereignty. Kova 
Labs develops drone technology with GNSS-free navigation and obstacle 
avoidance for complex, contested terrain (Kova Labs, n.d.). NestAI focuses 
on developing a modular platform for defence systems to gain sovereign 
control (NestAI, n.d.).

As noted earlier in the chapter, Finland has recognised the multiple 
advantages of AI in increasing societal resilience, such as combating cyber 
threats, supporting decision-making, and helping establish situational 
awareness. Finnish society is still approaching the AI revolution with cau
tion. For example, Finnish security authorities used AI for the first time 
as a target in the national cyber exercise (KYHA) in September 2026 in 
Jyväskylä, providing valuable information on the consequences of an attack 
on an AI service (Ministry of Transport and Communications, 2026).

Conclusion

Russia’s 2022 invasion of Ukraine pushed Finland to renew its Security 
Strategy for Society in January 2025 to counter hybrid threats. Finland’s 
unique comprehensive security concept is a key factor in establishing 
greater resilience in Finnish society. It rests on shared responsibility among 
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authorities, businesses, citizens and organisations, with particular emphasis 
on the individual.

Finnish civil society plays a crucial role in preparing citizens for crises 
through online advice such as the 72 hours website, large civil defence ex
ercises organised with the authorities, and voluntary preparedness training.

Finland also has strong AI readiness, reflected in SMEs’ digital intensity 
and businesses’ high adoption of AI. In answer to the research question, 
this readiness can be seen especially in the defence sector’s start-ups like 
NestAI and Kova Labs, whose technology strengthens European defence 
autonomy and resilience against crises.

Beyond defence companies, the Finnish government has also recognised 
AI’s advantages, for example in detecting threats, supporting decision-
making, and helping establish situational awareness to increase societal 
resilience. The Finnish Defence Forces’ 2025 data and AI strategy aims to 
make AI and data-driven management a seamless part of decision-making 
at all levels.
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