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Introduction

To many of us, the internet feels almost ethereal, an invisible current pulled
from thin air, carrying information instantaneously from one screen to the
next. But the data generated by our digital lives does not simply float around
some nebulous cloud in the sky; much of it races beneath our feet through
fibre-optic cables laid across the ocean floor. More than 400 of these
cables, some no wider than a garden hose, span a combined 1.2 million kilo-
metres across the world’s oceans. Yet while Europe has built an extensive
regulatory framework governing the data these cables carry, its approach
to securing the routes they run along remains far less developed. This
article calls this disparity Europe’s ‘Route Sovereignty’ gap: the absence of
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an integrated EU approach to controlling and protecting the infrastructure
through which European data moves between jurisdictions.

This does not mean the EU lacks cable regulation entirely. The NIS2
Directive (European Parliament & Council of the European Union, 2022a)
and the Critical Entities Resilience (CER) Directive (European Parliament
& Council of the European Union, 2022b) address some aspects of cable
security, such as cybersecurity risk management, physical protection mea-
sures and incident reporting. The difficulty, rather, is that cable security
remains dispersed across different regulatory frameworks and insufficiently
integrated into the EU’s wider digital sovereignty strategy. Now, as Al-
enabled systems and autonomous technologies threaten to make undersea
infrastructure easier to disrupt and responsibility for that disruption harder
to trace, this gap is becoming increasingly difficult for Europe to ignore.

Why subsea cables matter

There is no overstating how much Europe depends on subsea cables. They
carry over 99% of its intercontinental data traffic (International Telecom-
munication Union [ITU], 2026), leaving satellites to handle only a small
remainder. But vulnerability is not simply a question of volume; it is also a
question of location. Cables often cluster along the same transit corridors
and share landing points, creating chokepoints where one disruption can
affect several connections at once (European Union Agency for Cybersecu-
rity [ENISA], 2023). Nowhere is this concentration more visible than in the
Baltic Sea, where shallow, heavily trafficked waters host numerous telecom-
munications and energy links within a relatively small area. However, a
broken cable is not always evidence of an attack. Anchoring and fishing
account for nearly 40% of recorded faults, with human activity accounting
for 87% of all incidents (ENISA, 2023). Nor does every break produce a crisis:
built-in redundancy usually allows traffic to be rerouted when a single link
fails. The strategic problem, therefore, is not simply whether a cable breaks,
but why it broke and whether that cause can be established with confidence.

Recent incidents in the Baltic have brought this uncertainty into sharper
focus. Between November 2023 and January 2025, four separate incidents
saw telecommunications cables, power links and pipelines damaged by ves-
sels operating in the region, repeatedly raising the same question: accident
or deliberate interference? In a January 2026 report, the EU’s Submarine
Cable Infrastructures Expert Group acknowledged that distinguishing ac-
cidental from intentional damage is “not always easy” (Submarine Cable
Infrastructures Expert Group, 2026). Advances in autonomous underwater
technology now add another layer to this uncertainty. Rossiter (2025) notes
that roughly two-thirds of global seabed infrastructure lies within the three-
kilometre diving range already achievable by uncrewed vehicles. Greater
technological reach, however, does not automatically make cables more
vulnerable: Rossiter also observes that increasing autonomy can benefit
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defenders as well as attackers. The technology is therefore changing both
how subsea links can be threatened and how they can be protected. Against
this evolving landscape, the fundamental question is whether Europe’s
governance of the infrastructure beneath its digital economy has kept pace
with its strategic importance.

The Missing Link in Europe’s Digital Sovereignty

Europe’s approach to digital sovereignty is extensive. The GDPR governs
how personal data is processed and transferred, while recent initiatives
have expanded the EU’s focus to cloud services, Al, semiconductors and
computing capacity. But the physical routes connecting these systems
remain far less prominent. Nowhere is this disparity more apparent than in
the Commission’s 2026 Tech Sovereignty Communication, which commits
€120 billion to semiconductors, €200 billion to data centres and €100
billion to cloud and Al leadership (European Commission, 2026b), while
making no mention of subsea cable infrastructure as either an investment
priority or a resilience concern. Europe’s sovereignty ambitions extend
deep into the technologies that store and process data, but far less compre-
hensively to the physical routes carrying it.

This reflects what Carrapico and Farrand (2025) describe as an “auton-
omy—interdependence gap” between Europe’s digital ambitions and its
reliance on infrastructure it does not fully control. Rudolph (2026) concep-
tualises digital sovereignty through three dimensions: data control, legal
jurisdiction and vendor nationality. Route Sovereignty adds a crucial phys-
ical dimension by asking who protects the infrastructure carrying European
data, how easily traffic can be rerouted during a disruption, and how much
strategic influence Europe retains over those routes. Put simply, digital con-
trol is incomplete without comparable attention to the physical networks
carrying the data.

Europe is beginning to address this blind spot. The Commission’s 2025
Cable Action Plan (European Commission & High Representative of the
Union for Foreign Affairs and Security Policy, 2025) and Expert Group
build on NIS2 and CER, bringing cables onto the digital policy agenda. The
challenge is integration. ENISA, the European Fisheries Control Agency
and the European Maritime Safety Agency, alongside Commission direc-
torates DG CNECT, DG MOVE and DG MARE, hold partial mandates,
while jurisdiction beyond national waters becomes less clear (ENISA, 2023).
Private ownership adds another tension. TeleGeography estimates over $14
billion in cable construction by 2027, driven largely by Big Tech (TeleGeog-
raphy, 2025-2026). This gives private companies considerable influence
over where critical routes are built and how they are operated, while
governments remain responsible for protecting them and responding when
disruption is suspected to be deliberate. Investment may be private, but
security, investigation and defence ultimately require public authority. The
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Route Sovereignty gap is therefore not an absence of regulation or invest-
ment, but incomplete integration between private control of infrastructure,
public responsibility for its security and Europe’s wider ambitions for digital
autonomy.

Ireland: The Route Sovereignty Gap in Practice

Ireland offers a clear empirical test of the Route Sovereignty gap. As an
island with no terrestrial alternative to subsea connectivity, its dependence
on cables makes the tension between national capability, private ownership
and EU resilience particularly visible. Fourteen cables connect Ireland
internationally, including four transatlantic links and eight to the UK, but
no dedicated telecommunications cable yet provides a direct operational
route to mainland Europe (Submarine Cable Infrastructures Expert Group,
2026). For traffic between Ireland and continental Europe, this has meant
heavy reliance on routes transiting the UK, which is now outside the EU’s
legal and security framework.

That dependence is particularly striking given Ireland’s role in Europe’s
digital economy. Its 2019 National Cyber Security Strategy estimated that
the country hosted over 30% of EU data (Department of Communications,
Climate Action and Environment, 2019), although that figure should be
taken with a pinch of salt as it predates the current Al-driven data-centre
boom. A serious disruption to UK-linked routes would not necessarily dis-
connect Ireland, because built-in redundancy allows traffic to be rerouted.
However, it would reduce the routes available between a major European
data hub and the rest of the Union. Ireland’s vulnerability therefore lies
not simply in being an island. The deeper problem is that its strategic
importance to Europe’s digital economy has outpaced the diversity of its
connections to mainland Europe.

National protection capacity compounds this problem. The Irish Naval
Service operates eight vessels, but limited personnel means only around
half are typically active, and none carries sonar capable of detecting
activity below the surface (McCabe & Flynn, 2024). Ireland has begun to
respond. Its 2026 National Maritime Security Strategy prioritises undersea
infrastructure, while amendments to the Defence Act 1954 empower the
Naval Service to board and redirect vessels threatening critical infrastruc-
ture (Department of Defence, 2026a, 2026b). EU policy is beginning to
address the connectivity gap as well. The Cable Projects of European
Interest (CPEI) framework proposes a direct Ireland—France—Iberia route
to increase route diversity (Submarine Cable Infrastructures Expert Group,
2026). Ireland therefore captures the Route Sovereignty gap particularly
clearly. Despite its strategic importance to Europe’s digital economy, it
remains reliant on concentrated connectivity, constrained national protec-
tion and still-developing European coordination.
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Accident or Attack? How Al Changes the Threat

Ireland’s vulnerability, as the previous section shows, stems from concen-
trated routes, limited national capacity and coordination that is still catch-
ing up. But vulnerability alone does not tell us how great the threat really
is. How likely is deliberate interference, and when a cable is damaged, can
Europe reliably distinguish an accident from an attack? Most cable damage
remains accidental, but that prevalence also creates cover for deliberate
interference that can initially resemble a routine maritime incident. Under
the UN Convention on the Law of the Sea (UNCLOS), coastal states can
rarely act against a foreign vessel in international waters without cooper-
ation from the country where it is registered, with cooperation often slow
or withheld (Tammikko, 2025). Uncertain intent and limited enforcement
therefore allow seemingly accidental conduct, such as anchor-dragging,
to become a deniable means of interference. Redundancy may limit the
immediate disruption, but Tammikko (2025) argues that it does little to
identify or deter whoever caused it.

It is this difficulty in establishing intent that makes advances in au-
tonomous technology increasingly significant. Rossiter (2025) argues that
autonomy currently favours attackers because applications such as mine-
laying drones and robotic cable-cutting arms remain simpler and cheaper to
deploy than the sensing and repair systems needed to defend against them.
Russia’s 2022 Maritime Doctrine identifies underwater infrastructure as a
potential target of state action (Loik, 2024). The Argus-D, an autonomous
underwater vehicle developed by Russia’s Rubin Design Bureau, illustrates
the emerging capability. With the ability to operate at considerable depth
and carry a 300-kilogram payload, it has what Sutton (2026) describes as
“clear” offensive potential. But technological capability should not be mis-
taken for evidence of attack. No Al-enabled manipulation of vessel-tracking
signals (AIS) or precision anchor-dragging has yet been documented against
a European cable.

Al therefore changes the threat in a more subtle way. There is no
evidence that it is already driving attacks on European cables. Instead,
autonomous systems could make deniable interference cheaper and easier
while making responsibility harder to establish. Al exacerbates an existing
problem of attribution rather than creating an entirely new threat. For
Route Sovereignty, protecting the route increasingly means being able to
establish what happened along it.

Al as Defence, Not Just Threat

Al may complicate the question of who damaged a cable, but it can also
provide new ways of finding the answer, strengthening the monitoring
and detection capabilities Europe needs to spot suspicious activity before
it escalates into full disruption. Rossiter (2025) frames this as a dual-use
dynamic: the same autonomous technologies that may lower barriers to
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interference can also strengthen surveillance and detection. SEAUAIS, a
self-explainable Al model built on vessel-tracking (AIS) data, demonstrates
this (Skat-Rerdam et al., 2025). Tested against vessel behaviour surrounding
the 2022 Svalbard cable breach, it detected 15 of 16 known instances of
suspicious behaviour, showing how Al can sift through volumes of maritime
traffic that would be difficult to monitor manually. But its capabilities should
not be overstated. Only 21% of its warnings identified genuinely unusual
activity, meaning roughly four out of five were false alarms. Al can flag
suspicious behaviour, but cannot determine whether it is accidental or
deliberately hostile.

Detection is also moving beneath the waterline. The Submarine Cable
Infrastructures Expert Group (2026) identifies Optical Fibre Sensing, par-
ticularly Distributed Acoustic Sensing and SMART (Science Monitoring
And Reliable Telecommunications) cables, as technologies that could turn
cables themselves into seabed sensors, detecting vibrations along their
length rather than relying solely on vessels or satellites. VIGIMARE's pilot
with Cinia already uses changes in light travelling through operational fibre
to detect disturbances, with further trials planned for the Baltic, Mediter-
ranean and Irish Sea from 2026. These technologies remain at an early
stage, but point towards cables that could eventually help detect threats to
themselves.

Better detection, however, is not the same as better protection. NATO’s
Critical Undersea Infrastructure Coordination Cell and Maritime Centre
within Allied Maritime Command (MARCOM) connect naval surveillance
with civilian operators, helping turn warnings into coordinated action. Al
may therefore help narrow the attribution problem identified above, but
it cannot resolve the legal and institutional barriers to acting on that infor-
mation. The real test for Route Sovereignty is whether Europe can turn
a warning into credible attribution, and credible attribution into a coordi-
nated response.

From Data Sovereignty to Route Sovereignty

The limits of Al-based detection point to a wider lesson. Better technology
cannot secure Europe’s subsea infrastructure if the institutions responsible
for acting on that information remain fragmented. The same problem runs
through the Route Sovereignty gap more broadly. Control over data, regu-
lation, computing capacity and suppliers cannot guarantee digital resilience
if the physical infrastructure connecting those systems remains unevenly
protected across institutions and countries. Digital sovereignty cannot stop
at the data; it must extend to the routes that make its movement possible.
Europe is increasingly recognising this connection. Since 2024, the
Commission’s Recommendation on submarine cable infrastructures (Euro-
pean Commission, 2024), the Cable Action Plan (European Commission &
High Representative of the Union for Foreign Affairs and Security Policy,
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2025), and the Expert Group’s reports and Toolbox (Submarine Cable
Infrastructures Expert Group, 2025, 2026) have given cable security greater
institutional weight, while CPEI funding is beginning to translate policy into
investment. Cable governance has therefore moved from relative obscurity
to active, if still fragmented, EU attention. The Route Sovereignty gap is
not static. It is better understood as incomplete and developing rather than
absent.

Closing it requires bringing subsea connectivity into the EU’s wider
conception of digital sovereignty and directing investment towards the vul-
nerabilities identified throughout this article, including alternative routes,
faster repair capacity and greater geographic diversity. This does not nec-
essarily require another institution. The Expert Group’s Toolbox already
recommends a single coordinating entity in each Member State for cable
security and resilience, closely mirroring the solution proposed for Ireland
through MARA. Ireland’s coordination problem is therefore not uniquely
Irish, but one expression of a wider European challenge. Better monitoring
and investigation are equally important. Al may help identify suspicious
behaviour, but cannot overcome the legal and institutional barriers to
establishing responsibility.

Ireland remains a sharp test of whether these commitments translate
into resilience on the ground. Absolute control over every cable is neither
realistic nor necessary. What matters is Europe’s capacity to understand,
protect, diversify and restore the routes on which it depends, and to coor-
dinate responsibility when disruption occurs. Route Sovereignty therefore
extends digital sovereignty beyond control of the data to resilience of the
physical networks that carry it.

Conclusion

Europe’s digital sovereignty ultimately rests on something far more physi-
cal than the term suggests. The cables beneath its surrounding seas carry
the data on which its digital economy depends, but their security has not
developed with the same coherence as the rules governing that data. The
Route Sovereignty gap is therefore real, although it is a gap of fragmentation
rather than neglect. Ireland makes the consequences particularly visible,
with a major EU data hub still heavily dependent on routes through a non-
EU state while national protection capabilities and European coordination
continue to develop. Al adds another layer to this challenge, potentially
making interference harder to trace while also offering new tools to detect
it. Technology alone, however, cannot substitute for resilient routes, clear
responsibility and coordinated action.

Europe does not need to control every cable beneath the sea to claim
digital sovereignty. What it does need is the capacity to understand where
its critical routes run, protect and diversify them, establish responsibility
when disruption occurs and restore connectivity quickly. The EU has
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begun moving in that direction, but Route Sovereignty remains incomplete.
Europe has spent years strengthening sovereignty over its data. The next
challenge lies beneath it.
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